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The overwhelming growth of Internet and its users is a reality, which has put new thoughts among the 
research community to devise new ideas for giving coverage to a huge number of people around the globe. The 
continually increasing reliance on networked communication technology by businesses, the general public and 
government services and their role in the critical infrastructure makes it imperative to have security technologies 
built into them. Cyberspace comprises an interdependent network of information technology infrastructures 
essential to our economy, security, and way of life. Securing cyberspace was recognized to be one of the great 
Grand Challenges of the future according to the National Academy of Engineering1. However, the increasing 
scale, complexity, heterogeneity, and dynamism of Internet and distributed computing systems with respect to 
communication networks, resources and applications have made such systems brittle, unmanageable and 
insecure. Information and network security deal with the operations undertaken to protect and defend networked 
communication systems by ensuring their availability, integrity, authentication, confidentiality, and non-
repudiation and has become an important research and development area for academia, government, and 
industry. There is a need to ensure that high-quality solutions that address important and emerging security 
issues are disseminated timely and widely amongst the research community.  
In recent years, internet security has received renewed interest from a broad range of stakeholders ranging 
from national Governments, to corporations and end users of computer systems and the Internet. As a result, 
internet security research has been placed high as a national priority. In this challenging environment, there is a 
need for researchers, from different fields of science and engineering, to model their systems, services and 
applications from the perspective of security, robustness and integrity. As academic research in digital security 
has developed over the last twenty or so years, techniques and applications are being developed to be of specific 
use in this areas such as cryptographic protocols, malicious software, cloud computing and wireless sensor 
network security are still in need of a basic theoretical framework. This special issue aims at compiling the 
recent advancements as well as to examine the techniques available in the context of Information and network 
security and has addressed the above mentioned research problems through high-quality papers. 
As this special issue aimed at getting the latest advancements in the areas of Information security, network 
security and cyber security, the papers have been submitted from the authors of diverse backgrounds working on 
various aspects of the issues related to the scope of the call. All submitted papers have been rigorously reviewed 
(at least three reviewers with blind review) in order to maintain the quality, originality and relevance of the 
paper to be published in the special issue. To maintain the quality of the paper, some papers were suggested for 
further revision for second round review as per reviewer‟s comments. Accordingly authors have responded with 
the improved versions of the papers. The works from diverse fields related to the call for papers make this 
special issue a good common platform for getting the essence of a broad area of Information and Network 
security. 
Out of the eight accepted papers for this special issue, four are selected and extended versions of the papers 
presented at the 4th International Workshop on Application and Technique in Information Security (ATIS), held 
in conjunction with the 9th International Conference on Security and Privacy in Communication Networks 
(SecureComm), at University of Technology, Sydney on 25-27th September, 2013. Other four accepted papers 
are received via open call and have been selected through rigorous peer-review by renowned researchers in the 
area of Information and Network Security. 
Malware is considered as fastest growing crime globally. Recent attacks using obfuscated methods of 
malicious codes have resulted in disruption of services leading towards significant financial losses and legal 
implications. The paper “A Hybrid Wrapper-Filter Approach for Malware Detection” presents a new approach 
that gathers the OPcode (operation code) information of the source code and then using hybrid wrapper-filter 
techniques for malware detection. Their technique integrates MR (Maximum Relevance) filter heuristics and 
ANNIGMA (Artificial Neural Net Input Gain Measurement Approximation) wrapper heuristic for feature sub-
set selection by capitalizing on each classifier‟s strengths. Their model was compared with several existing 
models including independent wrapper and filter approaches and proofs the efficiency.  
Many malicious applications are developed for Android platform, due to its increasing popularity in recent 
years, to leakage the classified and sensitive information. However, it is difficult for a user to grasp threats of an 
application and judge the risk of it. Therefore, detection of malware applications in Android platform is very 
                                                
1
 http://www.engineeringchallenges.org/cms/8996/9042.aspx. 
JOURNAL OF NETWORKS, VOL. 9, NO. 11, NOVEMBER 2014 2875
© 2014 ACADEMY PUBLISHER
doi:10.4304/jnw.9.11.2875-2877
much important before they are distributed in markets. The paper, Detection of Privacy Sensitive Information 
Retrieval Using API Call Logging Mechanism within Android Framework, focuses on attainment of information 
by using a RPC (Remote Procedure Call) when it invoke the API (Application Program Interface) to acquire 
phone ID. The authors proposed a technique, by logging the API invocations using their Log.v method, which 
cannot be avoided even if modification of API is performed on the caller side. Therefore, it is quite difficult to 
circumvent the detection system even if a developer has malicious intention. Therefore, unknown malwares can 
be detected with this proposed method. 
The advances in wireless sensor networks (WSNs) have attracted a lot of attentions due to the potentiality of 
broad applications in both military and civilian operations. A WSN may consist of hundreds or even thousands 
of sensor nodes that have limited power, bandwidth, memory, and computational capabilities. However, WSNs 
are prone to vulnerabilities due to their resource constraints and deployment in remote and unattended areas. 
The sheer numbers of sensor nodes, their constraints, and deployment in unattended areas make it impractical to 
monitor and protect each individual node from a variety of malicious attacks. A sensor node exhibits anomaly in 
behaviour due to its dying energy level or being compromised by the intruders. The paper Anomaly Detection in 
Wireless Sensor Network presents a model, which uses a Voronoi diagram based network architecture to 
identify data anomaly dynamically on-site during the data collection period. The network architecture, which 
deploys MDCs (mobile data collectors), ensures the compatibility of the anomaly detection model for the 
resource constrained WSNs, and warrants data integrity between the MDCs and the LNs (leader nodes). In 
addition, the system ensures the BS (Base Station) free from the malicious activities as the MDCs are carrying 
messages to the BS and the MDCs run the anomaly detection procedures. This process also saves resources for 
the sensor nodes. 
Phishing attack is considered one of the big cybercrime and is also a significant research issue now a day. 
Many researches are going on filtering phishing using classification based algorithms and achieve substantial 
performance. Different classification algorithms and their outcomes can be used in order to improve the 
performance of future applications and can contribute to choosing directions of future research. For any given 
algorithm that produces very good outcomes in certain applications, there always exist examples of data sets in 
other domains where different algorithms are more effective. The paper Iterative Construction of Hierarchical 
Classifiers for Phishing Website Detection devoted a new iterative construction of hierarchical classifiers in 
SimpleCLI for the detection of phishing websites. The key focus of the paper concentrates on the investigation 
of performance of the iterative construction of classifiers for the example of detection of phishing websites. 
Their empirical performance demonstrates that the iterative construction of hierarchical classifiers performed 
better than the base classifiers as well as standard ensembles which indicate the new method can be applied to 
improve future classifications. 
Counterfeiting is a significant and growing problem worldwide, occurring both in less and well developed 
countries and it continues to increase globally because of the high margins achieved through counterfeiting by 
manufacturers and the demand for trade name goods at value prices by consumers. The use of RFID (Radio 
Frequency Identification) technology can be employed for automating and streamlining safe and accurate brand 
identification (ID) uniquely in real-time to protect consumers from counterfeited products. The paper Securing a 
Smart Anti-counterfeit Web Application presents an asymmetric cryptosystem to secure RFID transmission in 
the retail supply chain using ECC (Elliptic Curve Cryptographic) techniques. ECC is one of the most powerful 
and widely used techniques, enables the user to use smaller keys to get the same levels of security as RSA. Their 
RFID-based systems enable the product marketing managers to identify slow moving items quickly and to take 
corrective action to goose demand through promotional or advertising activity before a „fire sale‟ is needed. 
RFID enable brand tags to trigger alarms when they are removed from the store without a due process based on 
its past successful deployment for anti-theft purposes. 
Advances in wireless communication and microelectronics allow today to build wireless sensor nodes where 
power and security have become the primary concerns for designing sensor nodes. While power estimation and 
reduction are needed to measure devices‟ survival for the purpose of increasing its autonomy, security is 
designed to achieve higher robustness against threats. ECC can be used to attain the security in hardware based 
system implementations. In this paper, Elliptic curve cryptography for WSN and SPA attacks method for energy 
evaluation provides a comprehensive study of ECC for WSN security provisioning, mainly for key management 
and authentication modules. The author also present and evaluate a side-channel attacks (SCAs) experimental 
bench solution for energy evaluation, especially simple power analysis (SPA) attacks experimental bench to 
measure dynamic power consumption of ECC operations. The SASEBO (Side-channel Attack Standard 
Evaluation Board) board was used for evaluation of power consumption of ECC operations based on supplied 
measurements of hardware block. Both operations are tested and compared it with the estimation results from 
low-level simulation by using Xilinxs XPower tool.  
Cloud computing is an emerging technology and it utilizes the cloud power to many technical solutions. 
Moving computing into the “Cloud” makes computer processing much more convenient for users, but also 
presents them with new security problems about safety and reliability. The e-learning solution is one of those 
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technologies where it implements the cloud power in its existing system to enhance the functionality providing 
to e-learners. Cloud technology has numerous advantages over the existing traditional e-learning systems. 
However security is a major concern in cloud based e-learning. Therefore security measures are unavoidable to 
prevent the loss of users‟ valuable data from the security vulnerabilities. Security is one of the major issues 
which reduces the growth of cloud computing and complications with data privacy and data protection continue 
to plague the market. The paper A Novel Approach for the Security Remedial in a Cloud-based E-learning 
Network, described the trends in security requirements for cloud computing, along with security architectures 
such as access protocol, authentication, identity management, and security visualization. The paper explores the 
barriers and solutions to providing a trustworthy cloud computing environment which can help to overcome the 
security threats in cloud based e-learning technology. They also discussed various approaches to address these 
challenges and explore the future direction needed to provide a trustworthy cloud computing environment. 
An outsourced data storage facility in cloud has become increasingly important. These services promise their 
users, they will be able to focus on their core business rather than in acquiring and managing the infrastructure 
needed to support their operations. Despite its advantages, this new model of data storage, also introduces some 
challenges in terms of guaranteeing users that their outsourced information is stored entirely and replicated 
properly. In the paper Pollution-Free Regenerating Codes With Fast Reconstruction Verification for Verifiable 
Cloud Storage, presented an efficient mechanism to guarantee the integrity of cloud storage systems using 
network-coding-based regenerating codes. Regenerating codes are a special type of erasure codes with the 
property that regenerating a failed encoded server, can be done using significantly less information than the size 
of the original data. The technique considered two protocols that allow a file owner to verify an outsourced 
storage facility is storing its information without downloading the file itself. One of them can be used an 
unlimited number of times (unbounded use), but involves higher information transmission for a single 
verification. The other one, must pre-compute results in advance (bounded use), but has a lower overhead for 
each verification. Furthermore, the authors presented a way to guarantee the file can be recovered by any 
combination of at least k servers in polynomial time in the number of servers.  
With the above eight selected papers, we have tried to make this issue as rich as possible within our capacity. 
We have directed the authors to provide high quality manuscripts with minimal errors within the texts. We 
would like to thank the contributing authors of the papers for their efforts to deliver all the required items within 
the specified timelines. Specially, we would like to express our appreciation to the Editor-in-Chiefs, <name>, 
and the reviewers for their immense support and cooperation for preparing this special issue. We hope this 
special issue would be a good addition to the current practices and experiences in the fields of Information and 
Network Security. 
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